[image: image1.jpg]RBC
% Financial
:{8 Group



RBC Public Key Infrastructure
Designated Certificate Holder Agreement For Business Customers


Royal Bank of Canada (“RBC”) is advised that you are authorized to act on behalf of a business customer of RBC or its affiliates (the “Customer”) which has designated you as a Designated Certificate Holder and that as such a Digital Certificate (as defined below) should be issued to you in order for you to fulfill your duties on behalf of the Customer. This Designated Certificate Holder Agreement (the “Agreement”) is a contract between you and RBC. Before RBC issues a Digital Certificate to you, you must agree to the terms of this Agreement.

In consideration of the above, the following terms and conditions govern the use of your Digital Certificate:

(1)
You must use the Digital Certificate and any additional security devices (if one was issued to you), for business purposes only related to duties assigned to you by the Customer.

(2)
You must protect any additional security device (if applicable) to prevent its loss.

(3)
You must not divulge your Digital Certificate password to anyone to prevent unauthorized access to your 
private keys.

(4)
You must not leave your computer unattended once your password has been entered for your Digital Certificate, unless you sign out of your Digital Certificate or close your Internet browser or lock your computer using the Windows NT* Lock Workstation or equivalent utility prior to leaving.

(5)
You must not leave your security card (if applicable) in its reader or your security device (if applicable) unattended when leaving your computer unattended.

(6)
You must immediately notify RBC or its affiliates or the person designated by the Customer as an identity manager (the “Identity Manager”) when it is suspected or known that the Digital Certificate has been compromised in any way, or when the security card or security device (if applicable) has been lost or compromised. If you are the Identity Manager, you must immediately inform RBC if you suspect or know that your Digital Certificate has been compromised in any way, or when your security card or security device (if applicable) has been lost or compromised.

(7)
RBC, its affiliates or the Identity Manager must be notified when the information about you as a Designated Certificate Holder provided at registration, or at any subsequent communication, has changed or is no longer valid. If you are the Identity Manager, you must immediately notify RBC when the information about you as a Designated Certificate Holder provided at registration, or at any subsequent communication, has changed or is no longer valid.

(8)
RBC may amend the terms of this Agreement upon 30 days notice (which may be given electronically by way of e-mail or by posting the notice on RBC’s web site at www.rbc.com/digital-cert) to you. You must check this RBC web site every month for notices of changes to this Agreement. You agree that the continued use of your keys, password or Certificate after the effective date of an amendment, will constitute conclusive evidence of your consent to all such amendments and you shall be bound by the same.

If the Digital Certificate is used for processes or devices, the conditions outlined above will apply to the full 
extent possible, and particularly you must assign the Digital Certificate to such appropriate process or device 
and implement reasonable physical and logical controls for the process or device as appropriate to prevent unauthorized access.

This Agreement shall terminate upon revocation of the Digital Certificate or the expiration of the last Digital Certificate issued to you. Also, you or RBC, upon giving notice to the other, may terminate this Agreement at any time. Upon revocation of the Digital Certificate or expiration of your last Digital Certificate you shall cease all use of the Digital Certificate and remove it from the devices and/or processes in which it has been installed. Provided the Digital Certificate has not been revoked, RBC may prior to its termination, renew the Digital Certificate. In this case, RBC will issue to you a replacement digital certificate. Each such replacement digital certificate shall be considered to be a “Digital Certificate” for the purposes of this Agreement and shall be subject to the terms and conditions of this Agreement.

For the purposes of this Agreement, Digital Certificate means (i) an encryption certificate that is comprised of a public encryption key that corresponds to a decryption private key and (ii) a signing certificate that is comprised of a signature verification public key that corresponds to a signing private key, both private keys being under the control of the Designated Certificate Holder.

The laws of the Province or Territory in which the Customer has its principal place of business at the time of entering into this Agreement or, if the principal place of business of the Customer is located outside Canada, then the laws of the Province of Ontario will exclusively govern this Agreement. You acknowledge that you have required that this Agreement and all related documentation be drawn up in the English language. Le souscripteur reconnaît avoir demandé que la présente convention et tous les documents qui s’y rattachent soient rédigés en langue anglaise.

™ Trademark of Royal Bank of Canada.

* Any trademarks belong to their respective owners.
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